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ABSTRACT Exchange of information between two nodes is a big issue in intenet these days. Multiple
cryptosystems employed for this porpose with various mathmatical approaches. Most of these approaches
uitilize subsitutions and pemutations. The subsituation S-box is a look up table that exchange x bits input
with y bits output is incharge of substitution approach. The build of S-box with stong cryptographic power is
important in recent cryptosystems. In this paper a novel approach for building roboust and dynamic S-box
with compound multi-dimentional chaotic systems. Lorenze and henon maps employed for construction of
strong S-Box with multiple security performance metrics :non-linearity(NL), Strict Avalanche Criterion (SAC),
Bit-Independence Criterion (BIC), Linear-Probability (LP) and differential-Probability (LP).The results showed
that proposed S_box is will be powerfull for modern cryptosystems.
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INTRODUCTION

Recently, secure data communication and encryption have at-
tracted great concern due to the rapid growth in wireless com-
munication technology and its applications (Asghar et al. 2022;
Al-Turjman and Zahmatkesh 2022; Sirohi et al. 2023; Rahman et al.
2023; Khoshafa et al. 2024). In fact, the substitutive permutation
operation is one of the basic criteria in the Advanced Encryption
Standard and other symmetric-key cryptosystems, namely block
and stream ciphers, to resist different attacks (Ali et al. 2022a; Fa-
rooq et al. 2022; Knežević 2023). Earlier, many S-box constructions
have been done using various techniques such as algebraic, crypto-
graphic, mapping, heuristic, non-linear, chaos, and machine learn-
ing among others. It is known that designing high-performance
S-boxes is a complex, challenging, and NP-hard problem (Xun et al.
2024; Ekwueme et al. 2024; Picek and Jakobovic 2022; Bavdekar et al.
2022). Notably, a good S-box should satisfy various cryptographic
properties to enhance security without any computational over-
head. Such security properties are non-linearity, differential unifor-
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mity, bit independence criterion, branch number, strict avalanche
criterion, and linear approximation probability among others (Wa-
heed et al. 2023; Alqahtani et al. 2023; Ali et al. 2024; Mahboob et al.
2023).

It is worth mentioning here that the notion of chaos is
completely different from that of noise. Chaos has irregular,
unpredictable deterministic dynamics, which exhibit rich and
intricate patterns, while the time evolution of a chaotic system
depends on its initial conditions with a positive Lyapunov
exponent (Progonatı 2023; Zelinka and Senkerik 2023; Frank 2024).
Due to such properties, chaos has become an evolving concept in
many scientific and engineering applications. These applications
include cryptography, secure communication, image processing,
electrochemistry, biology, quantum mechanics, pattern formation,
and control among others. Notably, chaos-based encryption
reveals that a chaotic system can create a key space to improve the
security between end users (Abba et al. 2024; Hwang et al. 2023;
Ilyas et al. 2022; Rahman et al. 2022).

The key contributions of this work are as follows:

1. Introduction of Multi-Dimensional Chaotic Maps for S-Box
Design: The proposed method introduces an S-Box con-
structed using multi-dimensional chaotic maps, specifically
utilizing the Lorenz and Henon chaotic systems.

       Chaos and Fractals 43

ADBa
Chaos and Fractals

 Cutting-Edge Scientific Solutions

e-ISSN: 3023-8951
RESEARCH ARTICLE

Vol.2 / No.2 / 2025 / pp.43-49
https:/ /doi .org/10.69882/adba.chf.2025073

https://orcid.org/0000-0002-9301-1862
https://orcid.org/0000-0002-5107-9869
https://orcid.org/0000-0002-4763-3003


2. Enhanced Resistance Against Linear Attacks: The proposed
S-Box demonstrates a high level of non-linearity, significantly
improving its resistance to linear cryptanalysis attacks.

3. Comprehensive Randomness Testing:

• NIST Test Suite: The S-Box passes the NIST random-
ness tests with P-values significantly greater than 0.01,
indicating robust security properties.

• Distribution Tests: Results show P-values deviating sub-
stantially from a uniform distribution, highlighting the
unpredictability of the S-Box values.

• Dieharder Tests: The generated S-Box achieves high pass
percentages, further validating its randomness and suit-
ability for cryptographic use.

4. Suitability for Modern Cryptography: The results of this re-
search make the proposed S-Box highly suitable for modern
cryptosystems, as evidenced by the strong performance in the
aforementioned security tests.

5. Comparative Performance Analysis: A comparative study
with existing S-Box designs demonstrates that the proposed
S-Box outperforms others in terms of key performance met-
rics, establishing it as a superior choice for cryptographic
applications.

With the advent of the big data era, wired and wireless com-
munication technology has explosively developed. This requires
more and more secure encryption and decryption algorithms and
the design of S-boxes. Due to the weaknesses of S-boxes, they
need to be more secure and robust (Naseer et al. 2024; Al-Dweik
et al. 2022; Indumathi and Sumathi 2022; Razaq et al. 2023; Ye and
Chen 2024). Chaotic systems as design rules for S-boxes are partic-
ularly important in the field of information security. Therefore, the
excellent performance of S-boxes is of paramount significance to
the building. It is also of vital significance to both the building of
chaotic systems and the design of a secure and robust block cipher
system (Manzoor et al. 2022; Farah et al. 2020; Alsaif et al. 2023;
Gohar 2023; Hoseini et al. 2022). The Henon map and the Lorenz
chaotic system are two famous chaotic systems. The study of these
two systems is also very important. The construction of excellent
S-boxes has always been a particularly difficult problem. A con-
structive framework consisting of ten corresponding operations is
used to construct a novel paradigm shift method of S-boxes (Long
and Wang 2021; Artuğer 2024; Wang et al. 2020).

The Lorenz system has been widely investigated in the field of
applied science and engineering. With the advent of the big data
era, encrypted communication technology becomes more and more
important (Ahuja et al. 2023; Can et al. 2023; Praveen et al. 2023). The
building and optimization of a more secure block cipher system
is essential. The excellent performance of the S-box is particularly
important for the block cipher system. Different methods and
principles can be used to encrypt information (Zied and Ibrahim
2023; Baowidan et al. 2024; Ali et al. 2022b). Chaotic systems are
particularly important in the field of information security, and
the construction of secure and robust S-boxes is of paramount
significance to the building of block ciphers. The performance of
the Henon map can also be more excellent. The method can be
used to quickly search for the best S-box. This will help resolve a
long-standing complex problem of the S-box (Mahboob et al. 2022;
Zahid et al. 2023b; Kuznetsov et al. 2024; Mishra et al. 2023).

RELATED WORK

Significant research attention has been devoted to the use of chaotic
systems in cryptographic algorithms. One proposed algorithm uti-
lized bit permutation and phase encoding for image encryption.
Another algorithm was based on a super Henon map and itera-
tively generated key components such as permutation bits, discrete
chaotic system sequences, ciphering bits, private key, and auxil-
iary value (Fang et al. 2023; El-Latif et al. 2022; Muthu and Murali
2021; Zhang et al. 2023; Maazouz et al. 2022). A unified framework
and general formula for an efficient chaotic encryption algorithm
with non-volatile or based chaotic ciphers were also put forward.
Additionally, an entropy analysis of chaotic encryption algorithms
provided statistical information for security evaluation. Finally, a
reversible chaos-based encryption algorithm introduced a public
key to synchronize the permutation and ciphering behavior (Man
et al. 2024; Dua et al. 2022; Umar et al. 2024; Pourasad et al. 2021; Li
2024; Kaur et al. 2020).

A new method for collecting specific initial conditions of the
Henon map was introduced, along with a multi-layer image cryp-
tosystem based on chaos. The complexity of an image encryption
algorithm using the Rossler, Lorenz, and Fractional Order Lorenz
System was assessed, revealing that the key-dependent measure
was practical and effective (Niu et al. 2024; Galias 2022; Asbroek
2023; Wu et al. 2024; de Hénon 2024; Hareendran et al. 2024; Pal and
Bhattacharjee 2020; Rong et al. 2022; Lenci et al. 2024). Additionally,
a symmetric cryptosystem utilizing chaotic mapping and recurrent
substitution boxes was discussed, along with a novel measure to
evaluate the randomness of a repeated dynamic sequence. Fur-
thermore, a design for S-boxes using a clonal selection algorithm
and crossover immune cryptosystem was proposed, incorporat-
ing memory chaotic cryptography for optimization (Ahmad et al.
2022; Khaja and Ahmad 2023; Zhao et al. 2023; Abdulrazaq 2024;
Alkhateeb and Al-Khatib 2020). Finally, an image encryption al-
gorithm using a centralized chaotic map synthesized from the
logistic map and a one-dimensional piecewise linear chaotic map
with cross-mapping was presented (Nejatbakhsh 2022).

PROPOSED MODEL AND USED CHAOTIC MAPS

S-Boxes are critical components of the non-linear models used in
block cipher systems, ensuring the confusion property a process
that obscures the relationship between plaintext and ciphertext,
enhancing security (Mohamed et al. 2014; Shannon 1949). For an
S-Box to be effective, it must exhibit high levels of non-linearity
and differentiability. S-Box designs can be broadly classified into
two categories: static and dynamic. Static S-Boxes, used in earlier
cipher systems, are more predictable and vulnerable to attacks, as
their structure remains fixed throughout the encryption process.
This vulnerability has led to the development of dynamic S-Boxes,
which are key-independent and provide stronger security by con-
tinuously changing, making them harder for attackers to predict
or exploit.

Chaos theory has been widely applied in communication sys-
tems due to its inherent randomness, making it useful for various
applications, such as voice masking (Abdullah et al. 2022), noise
reduction (Abdullah et al. 2015), frequency hopping (Ayoub et al.
2024), and image encryption (Salih et al. 2024). This work intro-
duces a novel, dynamic S-Box design based on multi-dimensional
chaotic maps, aiming to achieve high security performance and
improve the robustness of modern cryptographic systems.
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Henon map system is a one of the most two dimensional unpre-
dictable chaotic maps, illustrate in equations (1,2); a,b are given as
the control parameters with two initial conditions x0, y0:

x(n + 1) = 1 + a(x(n))2 + y(n) (1)

y(n + 1) = bx(n) (2)

Lorenz Map System is a three dimensional chaotic map system,
illustrate in equations (3 - 5) with three control parameters a,b,c
and initial conditions x0, y0, z0:

x(n + 1) = a(y(n)− x(n)) (3)

y(n + 1) = x(n)(b − z(n))− y(n) (4)

z(n + 1) = x(n)y(n)− (cz(n)) (5)

PROPOSED SUBSTITUTION BOX (S-BOX)

Several methods employed to develop strong S-Box, the recent
research based on mathematic calculation of chaotic behavior. This
section presents novel strong dynamic S-Box with combing Henon
and Lorenz chaotic maps. the proposed S-Box represented as 16 ×
16 array with 8 bit for each element ranged from 0 to 255 providing
of 256! probabilities. If one bit of the keys change cause the entire
change. The procedure for generating S-Box explained in Figure 1
below.

Figure 1 Flowchart of generating the proposed S-Box

S-Box Example
A complete example of a dynamic S-Box: assume x0 = 0.1, y0 = 0,
z0 = 0, a = 10, b = 28, c = 8/3, iterations = 100000, construction
16 × 16 S-Box with 8 bits size for each element, the elements are
not repeated and random see Table 1.

■ Table 1 Generated S-Box using the proposed model

i/j 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16

1 0 211 67 126 207 138 182 156 251 136 152 204 155 164 111 187

2 255 228 1 210 97 108 88 31 103 66 18 147 16 222 131 134

3 2 79 245 247 109 253 4 159 248 23 153 179 176 139 225 175

4 242 209 85 68 3 37 5 40 93 112 189 105 61 81 180 46

5 205 59 100 20 198 90 213 52 128 201 73 217 49 63 158 141

6 135 71 94 191 72 11 116 82 216 56 171 14 29 254 199 36

7 47 129 25 87 224 214 208 186 96 86 197 174 32 75 188 177

8 166 183 238 167 229 77 140 130 252 70 50 60 148 65 27 84

9 200 22 123 95 178 226 146 30 250 12 190 143 133 218 54 42

10 58 151 241 19 34 196 7 236 160 33 235 119 192 24 227 57

11 26 212 234 223 202 6 240 51 17 244 230 243 181 165 249 106

12 53 170 149 110 21 48 163 114 107 142 169 124 215 41 39 239

13 232 80 122 13 28 161 43 219 127 125 237 150 98 69 203 83

14 184 206 173 104 144 154 113 145 220 172 55 89 8 233 74 62

15 10 78 118 246 45 168 64 231 76 221 15 99 185 117 101 162

16 120 91 193 157 132 35 44 9 102 121 137 195 38 194 115 92

RESULTS AND DISCUSSION

This section presented cryptographic analysis of proposed S-Box
security performance in Tables 2-5.

S-Box Performance analysis

Non-linearity: To reduce the possibility of linear cryptanalysis at-
tacks and keeps the plaintext confidentiality there is a high need
for ensure the non-linearity property of S-Box. The non-linearity
of an n-bit S-Box can be calculated using equation 6,

NL(b) =
1
2

[
2n − maxh∈{0,1}n |WSb(h)|

]
(6)

The walsh spectrum of a function can be computed by the equation
7,

WSb(h) = ∑
x∈{0,1}n

(−1)b(x)⊕(h·x) (7)

Where h ∈ {0, 1}n and h.x is the dot product of h and x computed
by equation 8,

h · x = (h1 ⊕ x1) + ... + (hn ⊕ xn) (8)

The non-linearity degree can be calculated by computing its
Walsh spectrum and that will be necessary for high performance
S-Box for cryptography application. The proposed S-Box has the
following non-linearly values with a minimum value of 112 , max-
imum value of 128 and average value of 125.125 shown in Table
2.

Strict-Avalanche Criterion (SAC): If an S-box’s SAC value is close
to 0.5 that will be considered to have sufficient randomness. Table
3 shows the mean SAC value is 0.5097, the maximum value is 0.609
and the minimum value is 0.394, and that value make the proposed
S-Box satisfying for high performance.
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■ Table 2 Non-Linearity Values of Boolean Functions of the
Proposed S-Box

Boolean Function Non-Linearity (NL)

f1 128

f2 120

f3 128

f4 120

f5 122

f6 126

f7 122

f8 112

f9 128

f10 128

f11 128

f12 128

f13 128

f14 128

f15 128

f16 128

■ Table 3 SAC Values of the Proposed S-Box

i/j 1 2 3 4 5 6 7 8

1 0.4844 0.5000 0.4844 0.5781 0.4531 0.5781 0.5312 0.5312

2 0.5312 0.5000 0.5469 0.4844 0.4844 0.4688 0.5156 0.5312

3 0.4688 0.4531 0.5469 0.6094 0.5625 0.4688 0.5469 0.5000

4 0.4844 0.5625 0.5156 0.4531 0.5156 0.5312 0.4688 0.4219

5 0.4844 0.5625 0.4844 0.4219 0.5938 0.5312 0.5469 0.5625

6 0.5312 0.4531 0.4844 0.5469 0.5469 0.5312 0.5312 0.5000

7 0.5000 0.5156 0.5312 0.5938 0.5625 0.4219 0.5000 0.5781

8 0.5000 0.5000 0.4844 0.3594 0.4062 0.5469 0.4219 0.5781

Bit-Independence Criterion (BIC)

The security of S-Box will be successful if changing one bit of
its input cause changing m bits of its output. For satisfying BIC
performance, the equation ((Si(x)xorSj(z)) − (Si(x)xorSj((x)))
for all inputs of x where x, z changed by only one bit. If the average
of all values is close to 0.5 it can be said that S-Box operates well in
terms of BIC conditions. Table 4 shows the values of BIC for non-
linearity, the average 0.503, maximum and minimum are 0.609 and
0.375 respectively, these values showed weak connection between
output bits satisfying BIC property.

■ Table 4 BIC Values Output for SAC of the Proposed S-Box

0.4688 0.5625 0.5156 0.5156 0.5000 0.5000 0.5000 0.5781

0.4531 0.4844 0.5000 0.5000 0.5469 0.5781 0.4062 0.4688

0.5625 0.3906 0.4688 0.5469 0.5000 0.5156 0.5000 0.5000

0.5469 0.5156 0.5000 0.5312 0.5156 0.4688 0.5156 0.5156

0.5156 0.4844 0.5469 0.4531 0.4219 0.4844 0.5156 0.4844

0.5000 0.5156 0.4688 0.4688 0.5312 0.5469 0.5312 0.5000

0.4844 0.3750 0.5156 0.5000 0.5312 0.5312 0.6094 0.4688

0.5156 0.4531 0.5312 0.4844 0.6094 0.5000 0.5156 0.4844

Linear-Probability (LP): Linear probability if a metric of correlation
between S-Box inputs and outputs. The lower value of LP indicates
high level cryptographic power. From equation 9 The maximum

LP = max
az ,bz ̸=0

∣∣∣∣#{z ∈ N | z · az = S(z) · bz}
2n − 1

2

∣∣∣∣ (9)

value of LP is 0.123 for the proposed S-Box is indicating good
resistance against linear attacks.

Differential-Probability (DP): Differential analysis is the technique
of recovering the original plaintext from the encrypted ciphertext
by differentiating each pairs of ciphertext from their corresponding
plaintext. By this type of calculations the attacker can try to get the
encryption key. The lower value of DP as shown in equation 10
indicates high level of security of cryptographic S-Box.

DP = max
∆z ̸=0,∆y

∣∣∣∣∣#{z ∈ N | S(z)⊕ S(z⊕∆z) = ∆y}
2n

∣∣∣∣∣ (10)

The low differentiae is 0.0156 indicates the strength of the proposed
S-Box.

Box Performance Comparison
Table 5 shows comparative study of the proposed work with other
researchers in terms of performance metrics.

■ Table 5 Comparison of the Proposed Work with Other Stud-
ies

S-box Method Min NL Avg NL Max NL SAC BIC LP DP

(Zahid et al. 2023a) 110 111.00 112 0.496 – 0.125 0.039

Proposed 112 125.25 128 0.509 0.503 0.123 0.015

S-box plays an important role in cryptographic operations. the
proposed approach based on chaotic maps does not required cal-
culating inverses or multiplicative mathematical operations which
are complex and time consuming, the robustness was good accord-
ing to performance metrics.

CONCLUSION

Information is a very important aspect in any corporation, it
helps to make decision, that make the information transmission
security is an essential for make profits. Cryptography is a se-
curity field that deals with information protection. This paper
presents construction of strong cryptographically robust and dy-
namic S-box using compound chaotic maps. number of perfor-
mance metrics such as non-linearity(NL), Strict Avalanche Crite-
rion (SAC), Bit-Independence Criterion (BIC), Linear-Probability
(LP) and differential-Probability (LP) for test the generated S-box
and compared to recent researcher provide a satisfied strength
recent cryptosystems. As a future work different hyperchaotic
maps can be employed for build S_boxes enhancing cryptographic
systems. Second approach is to employ this S_box for complete key
generation, encryption and decryption to support overall security
system performance.
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